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Project risk management is an essential component. The main goal of 
risk management is to identify hazards early on in the project and take 
the appropriate actions to reduce them. In the realm of software de-
velopment, it is critical and vital to effectively prioritise risk that arises. 
One of the key objectives of using agile development methodologies is 
to reduce risk, which results in more effective and successful informa-
tion systems. Agile approaches to distributed software development 
are being adopted by organisations to generate high quality work in a 
shorter amount of time. Many software-based projects have recently 
transitioned to dispersed agile development projects. Due to the fact 
that these projects are spread out over a large-scale area, cost savings 
and proximity to the market are their main benefits. The creation of 
large- scale scrum projects has special risks for risk management, par-
ticularly the obstacles posed by team collaboration when there is no 
set method for communication or cooperation. A key component for 
the success of big scrum teams is team collaboration and the sharing 
of crucial information. Therefore, in a large- scale scrum setting, it is 
crucial to develop a dynamic strategy that promotes team communi-
cation and collaboration. Therefore, we will examine a paradigm for 
risk management in large-scale scrum employing outer meta data re-
quests in this study. This framework aims to coordinate requests from 
several teams. As a result, it combats hazards and threats to project 
completion as well as the lack of team collaboration. Additionally, 
it makes the sharing of team information, experience, and abilities 
easier. Two distinct case studies were examined using the suggested 
methodology. The proposed framework’s viability was shown through 
its implementation and evaluation.

Keywords: Software Product, Metadata, Risk Management Soft-
ware Development Life Cycle, Agile, Security Risk Assessment, Distrib-
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Introduction
Software development is one of the biggest industries 
on the planet. There are many software projects in de-
velopment, ranging in size, expense, and complexity. The 
Software Development Life Cycle (SDLC) is

imposed on the process of developing a software product 
by a software organisation as a framework or approach.1 

The steps involved in the standardised software develop-
ment life cycle (SDLC) include issue attribution, project 
viability analysis, requirement specification, design, devel-
opment, testing, deployment, and maintenance.

One of the largest industries on the planet is software de-
velopment. Many software projects of various sizes, costs, 
and complexity are now under development. A software 
organisation imposes the Software Development Life Cy-
cle (SDLC) as a framework or approach on the process of 
generating a software product.2 Issue attribution, project 
viability analysis, requirement specification, design, de-
velopment, testing, deployment, and maintenance are all 
steps in the standardised software development life cycle 
(SDLC).3 Understanding where to integrate risk management 
at a fundamental level is crucial before understanding how 
to expand Agile and risk management. Risk management 
must be a part of every project from the beginning, during 
development, and at the end. Let’s take a closer look at the 
particular stages where Agile risk management is crucial.4

Identification of Risk
When the project’s stakeholders have assembled to decide 
on a lengthy list of requirements, it is time to assess the 
risks associated with the project.5  

Risk Planning
Following the identification of known hazards during the 
initial planning session, stakeholders establish an action 
plan (or a contingency plan) to decrease the risks that 
have been recognised. After that, they create a project 
risk register that is updated as new risks are identified.6

To Monitor the Risk Involved
Risk is tracked at every stage of the procedure. This refers 
to keeping an eye on the risks that were previously identi-
fied and updating the Project Risk Register with how they 
are being handled (and, ideally, closed) as well as any new 
risks that appear along the way.7

To Review the Risks
The Project Risk Register is updated after the project’s 
conclusion to indicate how risks were handled throughout 
the project. This can be investigated and evaluated to deter-
mine lessons learnt and the best practises moving ahead.8

Risk Management on Iterative level
It’s imperative to figure out how to apply the same attitudes 
and behaviours to iterative or Scrum processes (depending 
on which Agile framework you use in your organisation) 
after project-level risk management procedures are in 
place. Here are a few examples of phases where risks 
should be taken into account and which, despite taking 
place on a smaller scale, parallel events that take place at 
the project level.9 

Sprint planning: It is carried out during the planning session 
at the start of an iteration.

Daily scrum: i.e., as iterations are being executed, prog-
ress is being checked, and project impediments are being 
discussed

Sprint review - It is the ideal time to examine risks while 
debating the current iteration that could have an impact 
on the backlog.

Retrospectives in the sprint: It’s based on what risks arose 
during the previous iteration, how did you handle them, and 
what could be handled more effectively going forward.10 

Organisations need to implement effective knowledge 
management practises. Analysis of prior studies has shown 
that there are some problems with collaboration between 
team members working in different locations that prevent 
information from being shared. As a result, issues like out-
dated documentation and knowledge vaporisation exist. 
Large-scale Scrum projects enable Scrum team members 
to operate from a range of remote locations, maximising 
the advantages of the Scrum methodology. LeSS has a 
subtype called DAD.11 The use of the Scrum methodology in 
large-scale scrum projects is viewed as a significant source 
of evolving risks and raises a number of challenges. These 
difficulties were related to the daily Scrum meetings, which 
focused on collaboration, engagement, and customer 
communication.12 

The Major issues Come From 
• physical distances that make communication difficult, 
• ineffective team coordination, 
• disagreement s that occur because of needs between 

the several product owners and the development team.
• cultural differences also play a part that hinders the 

effective communication.13

As a result of these issues, LeSS now has a number of haz-
ards. The potential outcomes are divided into categories, 
and each group has a number of risk factors (RF).

The RFs listed below significantly influence LeSS:

Communication: No set procedure exists for the teams to 
collaborate and communicate.14
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1. Coordination and cooperation: LeSS’s circumstanc-
es may make it difficult to follow team cooperation 
guidelines suggestions and comments that come from 
software development projects that are iterative and 
collaboratively gathered by the teams can lead to 
software that is not aligned.15

2. One of the most crucial responsibilities in project 
management is risk management. Project manage-
ment activities include assessing risk to classify it into 
low, moderate, and high levels, responding to risk 
to take appropriate action to reduce its effect, and 
monitoring risk to update the risk strategy.16 Several 
of these actions are put into practise through the risk 
management. In order to achieve project objectives as 
efficiently as feasible, IT project management activities 
include managing the structure of the various project 
phases. Consequently, it is essential to integrate all of 
these management paradigms into a single model, 
such as the agile framework approach.17,18

3. SDLC : Planning, analysis, product design, further im-
plementation, and testing are some of the aspects that 
must be completed within the software development 
process. Agile principles highlighted an individual’s 
involvement in each stage of the SDLC, which makes 
it difficult for LeSS teams to evolve.19,20 

The following concise list of concerns might be 
used to convey the suggested framework’s goal:
Establish a formal centralization-based coordinating stregy: 
Each and every scrum master on the sender’s side receives 
requests from each team and shares them with the scrum 
masters on the receiver

side. When they receive requests, they collaborate with 
their own teams to generate responses, which they subse-
quently turn in to the Scrum master of the sender.21 Each 
and every request point in this context consists of a request 
shared with the other side, and every request statement 
that is generated could be classed into a certain attribute 
regarding the risk factors. As a result, it has the ability to 
account for every risk factor related to a certain request.

Risk assessment: To analyse the request points, each team 
assigns a reward value to each request point.

Each team receiving approved responses to each request’s 
key components is the fundamental risk reduction tech-
nique.

Through central management, risk is tracked and controlled, 
allowing Scrum masters to keep track of new risks and how 
they are being addressed. These responses are noted in 
the outer request characteristics of the meta-data for all 
large-scale scrum teams.

Because of this, the Scrum masters are able to manage 

these risks and ensure that newly discovered hazards are 
covered.

Information exchange and experience swapping: The team’s 
increased learning process is aided by the creation of a 
knowledge repository using the results of the actual co-
ordinating process.22

Literature Review
Risk management based on distributed agile development 
has been the subject of numerous research. To identify 
the risk issues connected to distributed agile development 
projects, some of them also propose a variety of innovative 
agile risk management methodologies. New methods for 
risk management in distributed agile development-based 
projects are established by other studies.Researchers have 
focused on developing frameworks for widespread use in 
order to address the problems related to knowledge sharing 
in the context of remote teams. It is mentioned in23,24 that 
dangers associated with distributed agile development have 
been identified, categorised, and given numerical rankings.

For defining risks associated with distributed agile devel-
opment, the following three phases were advised in: risk 
definition and categorization, expert validation of the risk 
definition stage, and risk prioritisation based on importance.
25 offers a strategy for identifying risks that is centred on 
three goals: accelerating projects while retaining quality 
and affordability.

The risk management for agile approaches tool was used 
in 26 to divide the list of 128 risk management practises into 
48 subcomponents, and subsequently into five additional 
components.Large-scale agile frameworks indicate that 
businesses face a number of challenges.27  Some of the older 
studies relied on gathering scanty data and getting sugges-
tions for risk management methods from risk management 
experts or from the analysis of earlier data surveys. There 
have been some concerns raised concerning the accuracy 
of the data due to the fact that the majority of the infor-
mation was acquired by individual human observations. 
Due to the absence of dynamic risk management, some 
of these studies suffered. Therefore, updating the data 
and regulating it have been done by hand as is normal for 
risk management methods. In contrast to past studies, 
this research recommends a comprehensive fix for the 
problems associated with distributed agile development. 
Review of a risk management paradigm for large- scale agile 
projects for risk metadata outer requests is presented in 
this study. There are several issues with the past investi-
gations. Each of the prior studies focused on identifying 
a solution to a specific problem that distributed teams 
encounter. But a comprehensive risk-reduction strategy 
must be developed in order to lessen the hazards that 
distributed teams encounter. This is especially true given 
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the diversity of distributed agile development-related 
challenges’ beginning causes and sources.

Communication, collaboration and coordination, project 
management, and the suggested framework are incor-
porated into the large-scale scrum organisation in [1] in 
order to handle the four risk factors in large-scale scrum 
development. The proposed approach enables the big size 
scrum remote team to share expertise while also enhanc-
ing team experience.The suggested structure helps the 
Scrum master manage outside demands among the large 
size scrum distributed team and is implemented on two 
projects for a firm.28 

Large Scale Scrum Process
In addition to integrating several processes, this methodolo-
gy contains a framework for managing large software-based 
products. The Scrum management methodology is used 
to manage these models in the software development 
process. The stages of the Scrum life cycle are depicted in 
Fig. 1. Each stage of the sprint period—which is normally 
between two and four weeks—is referred to as a “sprint.” 
It hinges on five brief ceremonies that each last a few 
minutes. If their ceremony isn’t finished, they risk missing 
their chance to conclude a project.

Scrum, as a management framework, provides the ca-
pacity to continuously monitor the outcome and identify 
any threats.

Scrum teams are versatile groups with members who are 
proficient in all facets of development.

Without a leader, Scrum teams can also self-organize and 
choose the optimal strategy for completing their work.

The Scrum methodology is suitable for small to medium 
sized teams and projects. Scrum is rapidly being employed 
in large-scale projects, particularly those with many sites, 
coupled with numerous distributed and remote teams. 
The main flaw with Scrum is its daily ceremony meetings, 
which are difficult to conduct in large-scale projects and 
necessitate in-person meetings.29 

The product owner on the customer’s end creates the 
product backlog, which is subsequently divided into groups 
of distinct, essential functions as part of project planning. A 
group of user stories are created for sprint planning using 
these things provided by the product owner. Each user 
story describes who uses it, what it does, and how much 
it means to the user.

The LeSS process management has allowed for the res-
olution of this LeSS limitation. Figure 2 depicts the LeSS 
workflow, and the following is a summary of how a LeSS 
project develops:

1. In order to fulfil the user interface and user acceptance 
tests, as well as the job estimating time, one or more 
user stories from the scheduled sprint are assigned to 
each feature team in a specific area. They then build 
a work plan and a sprint backlog.30 

Figure 1.Stage of the Sprint Period

Figure 2.Depicts the Less Porkflow

2. Each day after the start of the sprint development, the 
feature teams at each location communicate with the 
scrum master. Making sure the team produces value, 
supporting in the development of a self-organizing 
team, and removing roadblocks are the responsibilities 
of the scrum master.

3. After the sprint development is finished, the Scrum 
master builds a demo to go over the created function 
with the development team. At each location, the 
product owner oversees the integration and thorough 
testing of sprint user stories.

The Scrum masters from each site then incorporate the 
results of their separate retrospective meetings during the 
subsequent retrospective meeting.

Metadata Management
This management helps the project manager complete 
all duties associated to the project by employing data 
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attributes. These data attributes aid in the coordination 
and sharing of data through inquiries and conversations 
among the project locations. The information that has been 
gathered for these traits is helpful in the decision-making 
process.

In order to improve team comprehension, the results of 
this stored coordination are also communicated. Any or-
ganisation can choose which data qualities are pertinent 
to them while managing or coordinating a team.

LeSS serves as a kind of DAD project for this study’s use of 
metadata management. The graphic shows metadata man-
agement as the process that takes place between the two 
LeSS sides. The LeSS team has been able to coordinate and 
control the management process thanks to the exchange 
of request points among the dispersed team members.

Two different kinds of metadata attributes 
required are as follows:
1. Request date, point number, risk factor request de-

scription, point reward ratio, and sprint number are 
some examples of request metadata attributes.

2. Reply metadata attributes: The reply status, reward 
ratio, reply point total, reply description, reply date, 
reply content acceptance, reply period status, and 
reply point are some of these features. Each Scrum 
master at a site has a responsibility to send or receive 
the traded request points. He also gives the metadata 
to their featuredteam (figure 4). 

are for the receiving or receptor side. The two basic models 
that make up the framework are the model of collaboration 
and coordination and the model of information exchange.

Collaboration and Coordination Model
The respective model is responsible for collaboration and 
coordination between the sender’s and receiver’s sides 
by exchanging requests and responses for the shared 
responsibilities.

Figure 3.Kinds of Metadata Attributes

Figure 4.Basic Models That Make up the Framework 
Are the model of Collaboration and Coordination and 

the Model of Information Exchange.

Large Scale Scrum’s Metadata Ouer Request 
Risk Management Framwork
The suggested framework for Large Scale Scrum is de-
picted in this figure 4 by its structure. It was used to work 
on multiple projects in three different locations. At each 
location, there are two positions: the feature team and 
the Scrum master.

While locations A is for the sender’s side, locations B and C 

Knowledge Sharing Model
The main objective of the aforementioned paradigm is to 
encourage communication and skill-sharing among the 
members of the remote team. This might be accomplished 
by gathering data from the requests and responses to the 
data that the large-scale scrum teams communicate. This 
information is impacted by the coordinating process. The 
circumstance for developing the knowledge repository 
is shown by one of the flow diagram’s steps. If a request 
reply wins the top prize, the scrum master will send the 
complete request and its replies to the knowledge sharing 
repository for the large scrum team to use.

The findings show that among the allowed answers, dangers 
are covered with 161 points out of a possible 168. 31% of 
these are risks connected to the SDLC, 30% are hazards 
connected to collaboration and coordination, and 26% are 
risks connected to project management. Last but not least, 
13% represents the risk of outcomes as a result of team 
misunderstanding. The suggested methodology successfully 
addresses 95% of the requests put forth by the teams.
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The obtained results show that two elements, including 
(i) the count of reply points per request in proportion to 
the number of request points, the number of reply points 
per request rises.

(ii) The number of episodes per request – As The learning 
process moves along more quickly and reliability is in-
creased with fewer episodes per request.

The Large-scale scrum teams experience would quickly 
enhance.

Conclusion

A big Scale Scrum project manages a variety of challenges 
and is a type of distributed agile development project. In-
depth suggestions for formal coordinating strategies based 
on centralization are provided in this study. The suggested 
framework has been used by the large-scale scrum organ-
isation. As a result, it successfully lowers the risk factors 
related to LeSS, and highly centralised coordination has 
been formed. Because of the excellent coordination that 
results in knowledge and information sharing among team 
members, the large size scrum distributed team succeeds in 
increasing team experience and adopts an agile mentality. 
This study’s methodology for reducing DAD risks in large-
scale scrum is described, along with how this framework 
might aid a distributed team in developing skills.

The group is successful in achieving openness while oper-
ating under scattered agile settings.
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