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I N F O A B S T R A C T

In this paper we are discussing about USB encryption techniques using 
three levels of security. Our system builds by using username, password, 
and biometric data like human face using camera and IP address of the 
machines where USB devices are connected. When any file transfer from 
one USB to another USB then it asked for username/ password, it will 
verify the face of the person who connected the USB device to system 
and it also verify the IP address of the system where the USB device 
is connected. When everything is matched then only USB device start 
working on the system and data exchange is possible. Our system is 
designed by using ARM 32-bit micro controller which supports different 
features and algorithms for the development of automotive secure 
embedded systems.
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Introduction
In current generation data transfer will play a key role in 
each and every sector with security. In order to share data 
one device to other device most of the people are using 
store devices especially The Universal Serial Bus (USB) 
is a ubiquitous interface standard being widely used for 
connecting storage to consumer devices. Because of its 
convenience and ease of connectivity, the USB port has 
become an essential component of consumer electronics 
devices such as flash disks, keyboards, cell phones, chargers, 
speakers, and printers. However, the USB interface has the 
following three weaknesses when it is used for consumer 
storage devices : anyone (e.g., an unauthorized user) 
could read or steal confidential information easily since 
the information is stored in plaintext format; and (2) 
an adversary could intercept or attack the transmitted 
information since the transmit channel between the device 
and the computer is not secure. Therefore, despite their 
practicality, USB Mass Storage Devices (MSDs) have been 
prohibited in an enormous number of environments.1

To tackle these issues, and expand the uses of USB shopper 
stockpiling gadgets, a confirmation convention can be 
execute to guarantee secure correspondences between 
the gadget and the PC. Since the time Lamport proposed 
the main validation convention, numerous confirmation 
conventions have been proposed for various applications. 

Hwang and Li planned an authentication protocol using a 
smart card. Though, their protocol could not endure the 
masquerade attack. To get better security, Ku and Chen 
planned an enhanced authentication protocol using a 
smart card. Afterward, Yoon, Ryu found that Ku and Chen’s 
improved validation convention was anyway defenseless 
against the equal meeting assault, and in this way proposed 
another confirmation convention utilizing a brilliant card, 
yet Hsiang and Shih later showed that it was defenseless 
against three sorts of assaults.2 

Hsiang and Shih proposed their new verification convention 
utilizing a keen card; nonetheless, Shim found that Hsiang 
and Shih’s convention was helpless against the disconnected 
secret word speculating assault. Kim and Hong proposed a 
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multimodal biometric verification convention that utilized 
teeth, picture and voice in versatile conditions.3 

To improve execution, Kim, Chung and Hong, and Lee, 
Kim and Cho proposed two new conventions that all pre-
owned individual explicit verification utilizing individual 
biometric qualities, for example, face, teeth, and voice. 
Notwithstanding, every one of these conventions are not 
preferably appropriate for USBMSDs on the grounds that 
their put away data can without much of a stretch be 
perused out or require critical nearby complex calculations. 
To ensure the protection of a record moved to a capacity 
gadget, Yang, Wu and Chiu proposed the principal secure 
control convention utilizing the Schnarr signature conspire.5

To solve those problems, our system builds witha three-
factor authentication will help to transfer data with high 
security for authentication.6

Block Diagram

state drive, however utilizes a SD card for booting and 
diligent storage.

Figure 1.Block diagram

Figure 2.Arm Architecture

Figure 3.Raspberry PI model

Hardware Implementation
ARM Architecture

The Raspberry Pi is a charge card estimated single-board 
PC created in the UK by the Raspberry Pi Foundation with 
the aim of advancing the instructing of essential software 
engineering in schools. The Raspberry Pi is made in two 
board arrangements through authorized assembling 
manages Newark element 14.7

These organizations sell the Raspberry Pionline. Egoman 
produces an adaptation for dispersion exclusively in China 
and Taiwan, which can be recognized from other Piece 
by their red shading and absence of FCC/CE stamps. 
The equipment is the equivalent across all makers. The 
Raspberry Pi has a BroadcomBCM2835 framework on a 
chip It does exclude an underlying hard circle or strong 

The Foundation provides Debian and Arch Linux ARM 
dispersions for download. Devices are accessible for Python 
as the principle programming language, with help for BBC 
BASIC (by means of the RISC OS picture or the Brandy Basic 
clone for Linux), C, Java and Perl.8

Ethernet

Ethernet LAN Features:

• Bus topology, Wired LAN in IEEE 802.3 physical layer 
standard 

• 10 Mbps, 100 Mbps (Unshielded and Shielded wires) 
and 4 Gbps (in twisted pair wiring mode) 

• Broadcast medium-Passive, Wired connections based
• Frame format like the IEEE 802.2
• SNMP (Simple Network Management Protocol) Open 

system (therefore allows equipment of different 
specifications) 

• Each one connected to a common communication 
channel in the network listens and if the channel is 
idle then transmits. If not idle, waits and tries again

• Multi access is like in a Packet switched network

UVC Driver Camera

A UVC (or Universal Video Class) driver is a USB-category 
driver. A driver enables a device, such as your webcam, 
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to communicate with your computer’s operating system. 
And USB (or Universal Serial Bus) is a common type of 
connection that allows for high-speed data transfer. Most 
current operating systems support UVC. Although UVC is 
a relatively new format, it is quickly becoming common.9

Qt for Embedded Linux

Qt is a cross-stage application structure that is generally 
utilized for creating application programming with a 
graphical UI (GUI) (in which cases Qt is named a gadget 
toolbox), and furthermore utilized for creating non-
GUI projects, for example, order line instruments and 
consoles for workers. Qt utilizes standard C++ yet utilizes 
an extraordinary code generator (called the Meta Object 
Compiler, or MOC) along with a few macros to improve 
the language. Qt can likewise be utilized in a few other 
programming dialects by means of language ties. It runs on 
the significant work area stages and a portion of the versatile 
stages. Non-GUI highlights incorporate SQL information 
base access, XML parsing, string the executives, network 
uphold, and a bound together cross-stage application 
programming interface for document dealing with. It has 
broad internationalization uphold.11

Open CV

Open CV (Open Source Computer Vision) is a library of 
programming capacities for ongoing PC vision. It is created 
by Willow Garage, which is likewise the association behind 
the popular Robot Operating System (ROS). Presently you’d 
state MATLAB additionally can-do Image Processing, at 
that point why open CV? Expressed underneath are a few 
contrasts between both. When you experience them, 
you can choose for yourself. Preferences of OpenCV 
over MATLAB (Collected from different online journals/
discussions):-12

Speed Matlab is based on Java, and Java is based upon C. 
Along these lines, when you run a Matlab program, your 
PC is caught up with attempting to decipher all that Matlab 
code. At that point it transforms it into Java, and afterward 
at last executes the code. Open CV then again, is essentially 
a library of capacities written in C/C++. You are nearer to 
straight forwardly give machine language code to the PC to 
get executed. So at last you complete more picture preparing 

Figure 4.UVC Driver Camera

Figure 5.Architecture of Linux Operating System

There are Two Kinds of Webcam Drivers

The one included with the installation disc that came with 
your product. For your webcam to work properly,this driver 
requires some time to install. It is specifically tuned for 
your webcam, designed by your webcam manufacturer 
and optimized for webcam performance.

A UVC driver:-You can only use one driver at a time, but 
either one will allow you to use your webcam with various 
applications.

Software Requirements
Linux Operating System

Linux or GNU/Linux is a free and open source software 
operating system for computers. The operating system is 
a collection of the basic instructions that tell the electronic 
parts of the computer what to do and how to work. Free 
and Open Source Software (FOSS) means that everyone 
has the freedom to use it, see how it works, and changes 
it. There is a lot of software for Linux, and since Linux is 
free software it means that none of the software will put 
any license restrictions on users. This is one of the reasons 
why many people like to use Linux. 

A Linux-based framework is a particular Unix-like working 
framework. It determines quite a bit of its essential plan 
from standards set up in UNIX during the 1970s and 1980s. 
Such a framework utilizes a solid bit, the Linux bit, which 
handles measure control, systems administration, and fringe 
and document framework access. Gadget drivers are either 
coordinated straightforwardly with the piece or added as 
modules stacked while the framework is running.10
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for your PCs handling cycles, and not more deciphering. 
Thus, programs written in Open CV run a lot quicker than 
comparative projects written in Matlab. All in all, end? Open 
CV is damn quick with regards to speed of execution. For 
instance, we may compose a little program to recognize 
individuals’ grins in an arrangement of video outlines. In 
Matlab, we would ordinarily get 3-4 edges investigated 
every second. In Open CV, we would get in any event 30 
edges for each second, bringing about ongoing recognition.

Result

Figure 6.Software Setup

Figure 7.Hardware Setup

Figure 8.Hardware Setup

hardware components and software used. Presence of 
every module has been reasoned out and placed carefully 
thus contributing to the best working of the unit. Secondly, 
using highly advanced ARM board and with the help of 
growing technology the project has been successfully 
implemented. 
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Conclusion
The paper “Design of USB protection system for physical 
devices” has been successfully designed and tested. It 
has been developed by integrating features of all the 


